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Whether you are running a small or large company, attacks from hackers can have a devastating 

effect on your business. An email address that is used for business purposes can be highly valuable 

for cyber criminals.  

 

The Swiss Business Hub China has recently witnessed a typical cyber-attack on the business of a 

Swiss SME. Since years this Swiss SME was purchasing goods from China. Its partner - a Chinese 

SME was using a Gmail account for daily business purposes. Both sides were satisfied with the 

cooperation and had trust in each other. They handled the business under Telegraphic Transfer (T/T) 

payment conditions as below chart showed (Swiss company as the Buyer, Chinese company as the 

Seller): 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

Inquiry sent by the buyer 

 

Quotation accepted by the buyer 

Order placed by the buyer 

Down-payment received on seller’s A/C 

Down-payment released via T/T by the buyer 
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Everything was running smoothly until the Chinese company could not receive the money for the 

placed order, while the Swiss company already released the money long time ago and urged to get 

the goods delivered. By that time, the Chinese company received a phone call from another partner 

who was surprised to receive a notice from the Gmail account used by the Chinese company, stating 

that the Chinese company has changed its bank account. The Chinese company then realized its 

Gmail account has been hacked. The hacker used the Gmail account to communicate with all the 

partners of the Chinese company and requested money to be transferred to a new bank account 

opened at a new bank in England. The bank account holder/beneficiary still showed the Chinese 

company’s name. The hacker knew all the business details and prepared fake documents for 

purchasing orders and payments in electronic files. The IP log-in addresses showed that the hacker 

logged into the Gmail account on the same day in different countries, which links to a well-organized 

international hacking organization. This single cyber-attack costed the Swiss company more than 

CHF200.000,--. 

 

Nowadays hackers are using more and more sophisticated methods to attack businesses and other 

organizations. The financial costs of being hacked can vary greatly, depending on the severity of the 

attack, the size of the company and other factors. The attack may also result in loss of important 

information, including client database. 

 

How to protect your company against a cyber-attack targeting your Chinese partner? 
 

 Since most Chinese SMEs like to use public email accounts, for example Gmail, Yahoo, 
Hotmail, 163, QQ etc. for business purposes, which is obviously easier to get hacked, the 
Swiss companies should keep in mind the high risks of cyber-attacks targeting their Chinese 
partners. For important issues, especially for payment, it’s strongly suggested to clarify any 
changes with your partners not only via email, but also to communicate via a simple but 
important phone call. 
 

 In some cases, the hacker can create a similar email address. Every time when replying to 
the email received from your Chinese partners, you may double check the email address if it’s 
exactly the same one.   
 

 Using Letter of Credit (L/C) instead of Telegraphic Transfer (T/T) as payment method. 
Under T/T, the telegraphic transfer is used to send money from an account in one bank to an 
account at a bank located anywhere else in the world. The transfer is usually irrevocable so 
that the receiver is protected against a return payment.  
 

Goods delivered by the seller 

Final payment released via T/T by the buyer 
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Under L/C, a letter of credit is a document issued by a financial institution, or a similar party, 
assuring payment to a seller of goods and/or services provided certain documents have been 
presented to the bank. These are documents that prove that the seller has performed the 
duties under an underlying contract and the goods and/or services have been supplied as 
agreed. In return for these documents, the beneficiary receives payment from the financial 
institution that issued the letter of credit.  
 
The parties to a letter of credit are the supplier, usually called the beneficiary; the issuing 
bank, of whom the buyer is a client; and sometimes an advising bank, of whom the 
beneficiary is a client.  
 
Under L/C payment conditions, the banks of the buyer and the seller merely exchange the 
documents and pass payments as a result, which is the best way to avoid any bank fraud.  
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